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Abstract \
Background: Medication review and management are essential components of high-quality patient care across hospitals,
nursing homes, and primary healthcare centers. In addition, drug consumption evaluation (DCE) plays a central role in guiding
pharmaceutical interventions and improving patient outcomes. Therefore, this study aimed to design and evaluate an internet of
things (loT)-based platform to facilitate medication reviews and enhance drug consumption management.

Methods: A four-layer architecture was implemented using the open-source Viralink platform. The system incorporated four
modules: patient entry/exit control, sleep monitoring, medication cabinet access, and urination frequency tracking. Moreover, the
platform was simulated in a laboratory environment using real-world scenarios. Ultimately, an evaluation was conducted using
both hedonic and pragmatic measures to assess the user experience.

Results: Overall, the system demonstrated excellent performance in innovation and motivation, acceptable reliability, and above-
average scores in attractiveness and transparency, thereby confirming strong user engagement and functional effectiveness.
Conclusion: The proposed loT-based platform offers a promising solution for improving medication management while reducing
drug-related side effects. In addition, its modular design and positive user feedback highlight its potential for integration into

clinical and home-care settings.
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Background

Patient drug safety is one of the most important topics in
health care. Every year, preventable medication mistakes
lead to thousands of serious adverse reactions and
billions of dollars of hospital costs in the United States.'
This initiative seeks to ameliorate drug management,
curtail adverse drug reactions and medication errors, and
establish a unified platform for physician collaboration
in order to mitigate side effects and harmonize divergent
medication orders. Medically, transferring a patient
from one treatment center to another can improve
patient safety.? According to some studies, the use of
drug consumption assessment can reduce a number of
problems, such as identifying the side effects of drugs, drug
costs, and the number of prescribed drugs. In England, it
has been proposed as an essential part of primary care.**
Medication regimens should be annually reviewed in
elderly patients (with a mean age of 75 years). This review
should be conducted every six months for those on regular
polypharmacy (defined as four or more medications).>®
The simultaneous treatment of multiple chronic diseases

often results in multi-drug therapy, thereby increasing the
risk of drug interactions, poisoning, side effects, adverse
drug events, and non-compliance.”

The evaluation of drug consumption is one of the
most important and challenging issues in the field of
policy making.® The use of new methods to improve
the evaluation of drug consumption can lead to the
improvement of health services, reduction of drug side
effects, multi-drug control, control and reduction of the
costs related to drugs, and, in general, the management
of consumed drugs.” Moreover, according to previous
research, the automation of this process can decrease
problems related to the implementation of drug
consumption evaluation (DCE)."

The advancement of new technologies has extensively
helped the field of medicine." Significant advances in
computer and communication technologies, along with
low-power, low-cost sensors, actuators, and electronic
components, have opened up many opportunities for
internet of things (IoT) applications.”? Studies have
shown that investing in the IoT can support the control
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and monitoring of behaviors among the elderly, patients,
and children. Health-related IoT applications include (1)
remote health monitoring systems, (2) tracking of daily
activities (e.g., sleep, nutrition, social engagement, mental
state, self-care, and household tasks), (3) monitoring of
medication adherence, (4) emotion recognition, and (5)
improvements in bathroom safety. Additionally, IoT can
assist in detecting when medications have been removed
or accessed."

According to previous research, drug management
systems are highly effective in addressing medication-
related challenges, facilitating the rapid identification of
medications during emergencies, and supporting patients
and their families in maintaining proper adherence.
Accordingly, this study aims to design and evaluate an
IoT-based platform for medication review.'

Materials and Methods

A medication review platform based on the IoT was

designed and evaluated in this descriptive study. The

study addressed the following research questions:

1. What is the effect of medication review on drug side
effects?

2. What is the impact of the IoT on the medication
review process?

The present study investigated the scenarios and
evaluation methods of IoT-based medication review
platforms across multiple databases, including PubMed,
Embase, Web of Science, Scopus, Cochrane, IEEE,
and Google. The search was conducted without time
restrictions using several keywords, such as “IoT”,
“medication review”, “medication management”, and
“IoMT”. Following a comprehensive analysis of existing
architectures and their constituent components, the
optimal model was selected through iterative testing.

Designing a Medication Review System

In this study, the overall work was on the core of the
ESP8266 12e module, which integrates a microcontroller
and Wi-Fi capability. The selected module was
programmed in C++within the Arduino Integrated
Development Environment."” This open-source platform
was chosen for its extensive suite of IoT-specific libraries,
which facilitates the implementation of diverse application
scenarios.

Entry and Exit Control

When a radio-frequency identification (RFID) tag is
brought into proximity with the RC522 reader, the reader
acquires the unique identifier of the tag. This identifier is
transmitted to the ESP8266-12e microcontroller via the
serial peripheral interface communication protocol. The
microcontroller then validates the received data against
a predefined list of authorized codes. Upon a successful
match, the microcontroller activates the connected relay
for one second before deactivating it. Next, the activation
of the 12V relay triggers the door unlocking mechanism.

Subsequently, the ESP8266-12e module transmits a
digital record of this door access event to a cloud-based
server for storage. This process generates two distinct
data entries per complete trip: one for departure (door
opening to exit) and another for return (door opening
to re-enter). The relay operated at 12V, while both the
RC522 reader and the ESP8266-12e microcontroller were
powered at 3.3 V. Consequently, a 12 V DC adapter was
employed as the primary power source. A dual-stage
voltage regulation circuit was implemented to supply the
remaining components. Moreover, a 7805 linear regulator
was used to step down the 12 V supply to 5 V, and an
AMS1117-3.3 regulator was utilized to further step down
the 5V output to 3.3 V. Then, decoupling capacitors were
integrated into the inputs and outputs of these regulators
to smooth the voltage and mitigate ripple.

The switching mechanism is controlled by the ESP8266
microcontroller. A designated output pin (labeled OUT
in the schematic) drives the base of a negative-positive-
negative transistor, which acts as a low-side switch
for the 12 V relay coil. When activated, the transistor
energizes the relay coil, causing the common contact to
change position from the normally closed terminal to the
normally open (NO) terminal.

In this configuration, the relay functions as an electronic
switch, enabling the low-voltage control circuit (3.3 V
from the ESP8266) to safely operate the high-voltage
circuit (220 V) required for the electric door lock.

A “Status LED” header pin provides a visual indication
of the device’s internet connection status. Furthermore,
a dedicated “Speaker” header pin supplies power to the
ISD1820 audio recorder module. allowing for the playback
of pre-recorded auditory feedback (e.g., a “door opened”
announcement) upon a change in the state of the door.

Sleep Monitoring Module Design

This system implements a light-sensitive switching
mechanism  controlled by an  ESP8266-12E
microcontroller. The core sensing element is a photocell
in a voltage divider configuration, whose analog output
is converted to a digital value by the microcontroller’s
analog-to-digital converter. Based on this value,
conditional logic triggers a relay via a transistor switch to
control a light. The system is powered by a 12 V supply,
regulated down to 3.3 V for the microcontroller, which
also enables Wi-Fi connectivity for data exchange and
status monitoring via LEDs.

Drug Control Module Design

The core of the pharmaceutical control module is an
ESP8266-12E microcontroller, selected for its integrated
Wi-Fi capability, which enables data exchange with a
web server. The module monitors four medicine boxes
via micro-switches connected to GPIO pins 4, 5, 9, and
10. The intended pins are configured with internal pull-
up resistors, maintaining a logical high state (1) when a
switch is open. It is noteworthy that closing a switch (door
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opening) connects the pin to ground, pulling the logic state
to low (0). This state change is detected by the firmware,
triggering the transmission of the corresponding box
identifier to the IoT cloud platform.

Auxiliary Alerts and Status Indication

A local alert mechanism is implemented using a buzzer,
which is activated by the microcontroller via a transistor
switch when a door remains open for a predefined
duration. In addition, system status is provided through
a multi-LED indicator: a dedicated LED confirms power
supply availability, while two additional LEDs connected
to GPIO14 (green) and GPIO16 (red) provide visual
confirmation of the Wi-Fi connection status (connected
or disconnected, respectively).

Power Management and Circuit Implementation

The system is powered by a 5 V DC supply. Considering
that the ESP8266-12E requires a 3.3 V operating voltage,
an AMS1117-3.3 V low-dropout regulator is employed for
voltage conversion. Decoupling capacitors are integrated
across the power supply lines to filter noise and ensure
stable voltage regulation.

Programming and Device Configuration

Firmware is uploaded to the ESP8266-12E module via a
“Program_socket” interface, which connects to a USB-
to-Serial converter. To enter programming mode, the
module must be hardware-configured and subsequently
reset, allowing new code to be flashed to its internal
memory.

Urinary Frequency Control Module

Parts and modules with the ability to connect to the
Internet were used since our study was related to the IoT
and the connection to the Internet; thus, the esp8266-
12e module was used, which is a module with an internal
microcontroller. The output of the passive infrared (PIR)
sensor was connected to one of the pins of the ESP8266-
12e. By reading the status of this pin, one of the other
pins of the ESP8266-12e module, which is defined as a
logical output, becomes zero or one, and this output pin
is controlled by the transistor. It turns on and off a relay,
and thus the bathroom light turns on and off. The input
of the circuit was supplied from the 12 V adapter and was
fixed to 5 V by the 7805 IC regulator because we required
5V in the parts of the circuit. This regulator was utilized
in this study. Then, by the AMS1117-3.3 V IC regulator,
the voltage was 3.3 V for the ESP8266-12e module. It was
created because the working voltage of this module was
3.3 V. Additionally, the uF100 capacitor smoothed the
3.3V voltage from the AMS1117-3.3 V output. Therefore,
if the output signal from the IC has sinusoidal parts, it
will be smoothed by this capacitor, and there will be a
voltage without noise in the output. The base transistor is
stimulated by a 10k resistor and one of the ESP8266-12E
module pins, and the transistor has the role of turning on

and off the relay. Given that the current and output of the
ESP8266 module pin were not enough to turn the relay
on and off, a transistor was employed for relay switching.
The relay in this circuit turned on and off the lamp in
such a way that the relay coil, which contained a coil,
pulled the COM contact to the NO contact as a result of
being stimulated by the transistor. The NO contact that is
connected to the output The COM contact, which has a
voltage of 12 V (it can be 220 V:a 12-V lamp is used in this
project), is transferred to the output, and thus the lamp
turns on. The relay coil had different voltages (e.g., 5, 24,
or 12 V), indicating the appropriate voltage for triggering
the relay, and a 12-V coil was utilized in this project. The
applied diode (in which the anode was connected to the
ground, and its cathode was connected to 12 V) is known
as a spurious diode. Its task was to remove the induced
voltage of the relay used in the circuit. If the load current
is suddenly interrupted or reduced, a very strong induced
voltage will be created that will damage some circuit
parts. A stray diode was employed to discharge this
return voltage. In this part, two red and green LEDs were
connected to the two pins of the module, demonstrating
whether or not it is connected to the internet (green
and red mean connected and not connected to Wi-Fi,
respectively), and the programmer socket is where the
USB converter is located. To upload the written codes
from the system (laptop OR PC), a converter was required
to convert the USB protocol to serial and write the codes in
the module memory. To use this converter, it is necessary
to connect the RX module to the TX module and the
TX module to the RX module. Furthermore, the GNDs
of both modules should be connected. The PIR socket
is for connecting the motion sensor whose database is
connected to encapsulating security payload and voltage
at the common collector (VCC) and GND base. It was
connected to 5 V and ground, respectively. The ESP266-
12e module needs special hardware settings to be in two
program modes and work normally, which, according
to the data sheet, should be considered in the hardware
design. In this part, the base of GPIO15 was connected
to the ground by a 10k ohm resistor, and GPIO2 was
connected to VCC by a 10k resistor. Moreover, the
GPIOO was placed in two logic states, 1 and 0, by a switch
called FLASH. To apply any of the mentioned modes, it is
essential to restart the module by the reset key every time.
The EN pin, which is the base of the module’s activator,
must be connected to VCC; therefore, it is boosted by a
10-kilo resistor. For the practical implementation of the
project, it needs to be implemented by parts of this circuit.
For this purpose, the printed circuit board design part of
this circuit was designed in the Altium environment, and
the circuit and scenario were implemented by printing
and assembling the parts.

App Usability Evaluation Using a Qualitative Model for
Internet of Things Applications
The usability of the system was assessed using a qualitative
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model for IoT applications, as proposed by Kim et al,"'¢
which evaluates functionality, reliability, efficiency,
and portability. To complement this process, the short
version of the User Experience Questionnaire (UEQ)
was administered to measure pragmatic (task-oriented)
and hedonic (pleasure-oriented) quality dimensions. The
UEQ presents respondents with 26 bipolar adjectives,
each rated on a 7-point scale, to capture user perceptions
of the system. The participant pool for this evaluation
consisted of physicians, pharmaceutical specialists, and
nurses.

The specific metrics for the qualitative IoT model were
defined as follows:

Functionality: This metric evaluates the successful
functional connectivity of the system (Formula: X=A /
B). A represents the number of successful connections
to IoT-specific features, and B is the total number of
connection attempts within the operational domain. The
metric yields a value between 0 and 1, where a higher
value indicates a broader and more reliable access range.

Reliability: This metric assesses the seamlessness of the
data integrity of the IoT application (Formula: X=A / B).
A denotes the count of valid input data items, and B is
the total number of input items. The result ranges from
0 to 1, with a value of 1 representing optimal reliability,
indicating that nearly all data passed validation checks.

Efficiency: This metric gauges the appropriate use of
time and resources, with a focus on power management
(Formula: X=A / B). A represents the achievable battery
life under standard usage, and B indicates the user’s
expected minimum operational time before requiring a
recharge. A value of 1 is ideal, signifying that the resource
usage of the system perfectly aligns with user expectations

for longevity.

Portability: This metric measures the system’s
adaptability to different operational environments
(Formula: X=A / B). A and B denote the number of
system response requests that can be customized and the
total number of user-expected customizable responses,
respectively. A value of 1 indicates a highly responsive
system that can be tailored to specific user needs (e.g.,
customizing data streams from IoT sensors for advanced
use cases).

Results
Opverall, five studies evaluating IoT-based pharmaceutical
platforms were identified by searching several databases.
Table 1 summarizes the most significant findings in this
regard.

Table 2 provides the results of the most related studies
on existing architectures and the identification of
architectural components.

Following an examination of common IoT architectures,
such as the three-level (perception, transit, and cloud),
four-level, and five-level models, a four-layer architecture
was selected based on the features extracted in the prior
phase.

Case Study: Performance Verification

A case study was designed to verify system performance in

a realistic clinical scenario involving a 70-year-old patient

with diabetes, hypertension, cardiovascular disease, and

Alzheimer’s. The system was tasked with monitoring

several health-related activities as follows:

o Medication adherence: A smart cabinet with four
compartments tracks the removal of specific drugs.

Table 1. A Description of the Most Relevant Studies About the Evaluation Methods of loT-Based Pharmaceutical Review and Management Platforms

Authors Country  Year Description
. . Based on reliability studies, data acquisition delay and data dissemination rate were selected as the key metrics
Salami and Yari'” Iran 2018 . Y q Y 4
for evaluation across the three platforms.
. Two platforms were evaluated based on their scalability, measured by throughput and average response time,
Ismail et al'® Egypt 2018 Pl L v Y shp 8 P
and their stability, assessed through resource usage and robustness.
. . A comprehensive evaluation method was proposed for the platforms, comprising four distinct assessments:
Akhtar Qureshi®™ Australia 2018 P prop p prising

technical evaluation (based on TPC-1oT criteria), usability/sustainability interaction, and market competence.

Mazhelis and Tyrvdinen®® Finland 2014 Twelve platforms were evaluated across three key dimensions: design, implementation, and performance.

H 16
Kim et al Korea 2016 ced systems.

A qualitative model was established to evaluate the performance, reliability, portability, and efficiency of loT-

Ferreira et al*' Brazil 2022

TpM-Pro is a flexible, technology-independent framework specifically designed for developing and evaluating

loT solutions. It originated in academia and was later adapted for corporate use.

Note. loT: Internet of Things; TPC: Processing Performance Council; TpM-Pro: Three-Phase Methodology for Project Development.

Table 2. Studies Related to Existing Architectures and the Identification of Architectural Components

Authors/Source Year  Description

Li2 2017 Proposing a four-layer architecture comprising sensor, network, service, and interface layers, with a focus on security
evaluation

Cisco 2023 Presentﬁng a four-layer architecture consisting of sensor, port, network, management, and application layers, tailored for
enterprise loT systems

Rawas? 2024 Suggesting a personalized medication management framework using loMT and machine learning, structured around

patient-specific data, real-time monitoring, and Al-driven decision support

Yadegari and Asosheh* 2025

Introducing a unified loT architecture for smart hospitals with five horizontal layers (perception, network, loT gateway,
knowledge, and application) and three vertical aspects (security, management, and cloud platforms)

Note. loMT: The Internet of Medical Things; Al: Artificial intelligence; loT: Internet of Things.
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The time and identity of the accessed drug are
transmitted to the Viralink platform. An integrated
alarm alerts the user if a cabinet door is left open.

o Bathroom visits: A PIR sensor detects bathroom
entry, providing a proxy metric for urination
frequency. The data are transmitted to the platform
with a latency of two seconds.

o Sleep monitoring: Sleep patterns are monitored via
a photocell sensor that activates when the bedroom
light is turned off, triggering the collection and
transmission of sleep data.

o Location safety: To address safety concerns related to
the patient’s Alzheimer’s, an RFID tag on the user’s
key reports door openings to Viralink, notifying
caregivers of potential unsupervised egress.

The evaluation results for this scenario, based on
the metrics of functionality, reliability, efficiency, and
portability, are detailed in Table 3.

The UEQ was administered to a cohort of 25 healthcare
professionals, including physicians, nurses, and
pharmacists. Table 4 presents the descriptive statistics
for the questionnaire items, categorized into scales of
pragmatic quality (quality of use) and hedonic quality
(quality of design).

Table 5 summarizes the results for the pragmatic quality
(quality of use) and hedonic quality (quality of design)
categories, including the mean values for each scale.

The pragmatic quality (quality of use) score of 0.82 fell
below the benchmark average. In contrast, the hedonic
quality (quality of design) score of 0.89 exceeded the
benchmark. The overall score of 0.86 remained below the
average compared to the standard dataset (Figure 1).

Table 6 presents the 95% confidence intervals for the
mean scores of the aggregated scales.

The average values and overall variance for these six

Table 3. Evaluation Results of the Scenario

scales are listed in Table 7 and visualized in Figure 2.

All evaluated scales scored above average. The scales of
motivation (2.33), innovation (2.30), and efficiency (1.97)
achieved an “excellent” rating, while attractiveness (1.49),
reliability (1.69), and transparency (1.68) were rated
“above average” (Figure 2).

Discussion
This study presented a robust and clinically relevant
IoT-based health monitoring system designed to support
medication adherence, behavioral tracking, and safety
assurance in elderly patients with complex comorbidities.
The system was evaluated through a case study involving a
70-year-old patient diagnosed with diabetes, hypertension,
cardiovascular disease, and Alzheimer’s, conditions
that generally demand continuous and multifaceted
monitoring. Matayong et al conducted a comprehensive
systematic review of 54 peer-reviewed studies focusing on
IoT-based systems for elderly healthcare. Their findings
revealed that health rehabilitation and fall detection were
the most commonly addressed healthcare categories, with
a significant emphasis on system design, infrastructure,
and data analytics. Compared to our system, which
emphasizes medication adherence, sleep tracking, and
location safety, the reviewed studies leaned more toward
physical risk prevention and mobility monitoring.®

The system architecture was built upon a four-layer
model, integrating hardware, communication, data
processing, and applicationlayers. Atits core, the ESP8266-
12E microcontroller served as the central node, selected
for its low power consumption, wireless capabilities, and
compatibility with diverse sensor modules. Moreover,
four monitoring modules (i.e., medication adherence,
sleep tracking, bathroom visits, and entry/exit control)
were implemented using a combination of RFID, PIR,
photocell, and compartmentalized cabinet sensors. Each

Table 5. The Descriptive Table of Aggregation of Questionnaire Scales

Jtems Expected Obtained numb.er Answer
number from the scenario Short UEQ Scales
Functionality 7 7 1 Quality of use 0.820
Reliability 7 6 0.8571 Quality of design 0.890
Efficiency 7 6.6 0.9429 Overall 0.855
portability 7 6 0.8571 Note. UEQ: User Experience Questionnaire.
Table 4. Descriptive Statistics for Questionnaire Items
Item Mean Variance SD No. Negative Positive Scale
1 2.5 0.3 0.5 25 Disruptive Supportive Quality of use
2 0.9 0.5 0.7 25 Complicated Easy Quality of use
3 2.1 0.6 0.8 25 Inadequacy Adequate Quality of use
4 22 0.7 0.9 25 Confusing Clear Quality of use
5 23 0.5 0.7 25 Tedious Attractive Quality of design
6 2.2 0.8 0.9 25 Lack of attractiveness  Attractive Quality of design
7 -2.5 0.5 0.7 25 Customary/traditional  Innovation/innovator ~ Quality of design
8 1.5 0.7 0.8 25 Normal Aleaderin Quality of design

Note. SD: Standard deviation.
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Figure 1. The Bar Chart for Quality of Design and Quality of Use

Table 6. Calculated Confidence Intervals for Measures

Confidence intervals (P=0.05) per scale

Scale Mean SD N Confidence Confidence interval

Quality of use 0.820 0.255 25 0.100 0.720 0.920
Design quality 0.890 0.421 25 0.165 0.725 1.055
Overall 0.855 0.254 25 0.100 0.755 0.955

Note. SD: Standard deviation.

Table 7. The Descriptive Table of Aggregation of Questionnaire Scales

UEQ Scales Mean Variance
Attractiveness 1.493 0.08
Transparency 1.680 0.17
Efficiency 1.970 0.37
Reliability 1.690 0.22
Motivation 2.330 0.16
Innovation 2.300 0.16

Note. UEQ: User Experience Questionnaire.

module was designed to capture specific health-related
behaviors and transmit structured data to the Viralink
platform for real-time analysis.

Clinical Scenario Validation

The case study demonstrated the ability of the system
to effectively operate in a realistic home-care setting.
Medication adherence was tracked via a smart cabinet
with four compartments, each capable of identifying drug
removal events and alerting the user if a door remained
open. Additionally, sleep monitoring was achieved
through a photocell sensor that detected light-off events,
serving as a proxy for sleep initiation. Bathroom visits
were also monitored using a PIR sensor, providing
indirect metrics for urination frequency, an important
indicator in geriatric care. Finally, the entry/exit module
utilized RFID-based door tracking to notify caregivers of
potential unsupervised egress, addressing critical safety
concerns for patients with cognitive impairments.

System Performance Evaluation
System performance was quantitatively evaluated using
four key metrics: functionality, reliability, efficiency, and

portability. Based on the results (Table 3), the system
achieved full marks in functionality (1.00), indicating
that all expected features were successfully implemented
and were operational. Nonetheless, reliability (0.86) and
portability (0.86) were slightly below the ideal threshold,
suggesting minor inconsistencies in sensor responsiveness
and deployment flexibility. Efficiency scored 0.94,
reflecting the ability of the system to process and transmit
data with minimal latency and resource consumption.

User Experience Assessment

To assess usability and design quality, the UEQ was
administered to 25 healthcare professionals, including
physicians, nurses, and pharmacists. The results revealed
a nuanced picture. While the pragmatic quality (quality
of use) scored 0.82, slightly below the benchmark
average, the hedonic quality (quality of design) achieved
a score of 0.89, surpassing the benchmark. This implies
that although some users found the system moderately
complex or confusing in certain aspects, the overall
design was perceived as innovative, attractive, and well-
aligned with modern healthcare technology standards.
Another study by HealthSciencePub explored the design
challenges and user-centric considerations in IoT-
enabled health monitoring systems for elderly care.”
Key concerns included interoperability, privacy, and
ease of use, which were all echoed in our user experience
evaluation. Notably, our system achieved high scores in
motivation (2.33) and innovation (2.30), aligning with
the emphasis on engaging and forward-thinking design
found in comparative studies. However, the slightly
lower score in pragmatic quality (0.82) suggests room for
improvement in usability and clarity, which is consistent
with broader challenges reported in the literature.
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Confidence intervals calculated for individual items
and aggregated scales (Tables 6 and 7) were narrow,
reinforcing the statistical reliability of the evaluation.
The overall confidence interval of£0.10 suggests high
precision in the reported mean scores.

Further breakdown of UEQ scales highlighted
motivation (2.33), innovation (2.30), and efficiency (1.97)
as the top-performing dimensions, each receiving an
“excellent” rating. Attractiveness (1.49), reliability (1.69),
and transparency (1.68) were rated “above average,”
indicating strong but improvable user perceptions in
those areas. These findings are visually supported by
Figures 1 and 2, which illustrate the distribution and
clustering of user feedback across multiple dimensions.

Challenges and Future Directions

Despite its promising performance, the system faces

several challenges common to emerging IoT-based

healthcare technologies. They include

o Data security and patient privacy concerns, especially
in cloud-based environments

o Device safety and physical reliability, particularly in
long-term home use

o Lack of interoperability and standardization across
platforms and sensor types

o Complexity in system setup and scalability, which
may hinder adoption in resource-limited settings

«  Socioeconomic implications, such as caregiver
displacement and cost barriers

To address these limitations, future iterations of
the system will incorporate additional health metrics,
including continuous blood pressure monitoring, body
temperature tracking, and facial expression analysis for
pain or distress detection. These enhancements aim to
provide a more holistic view of patient well-being and
enable proactive interventions.

Moreover, the integration of machine learning and
deep learning algorithms represents a transformative
opportunity. By leveraging predictive analytics and
personalized modeling, the system can evolve from
passive monitoring to intelligent decision support, thereby
empowering clinicians with actionable insights and
improving patient outcomes. Prior research demonstrated
the efficacy of such approaches in disease prediction,

anomaly detection, and behavioral analysis, making this
a logical and impactful extension of the current work. Ali
et al proposed an innovative IoT and edge intelligence
framework that uses non-wearable sensors and machine
learning algorithms (e.g., isolation forest and long short-
term memory) to detect behavioral anomalies in elderly
patients.? Their system processes data locally to minimize
latency and privacy concerns, offering real-time alerts
and longitudinal trend analysis. In contrast, our system
transmits data to a centralized cloud platform (Viralink,
https://github.com/viralinkio), which may introduce
latency but allows for broader integration and remote
access. While both systems prioritize early detection of
health risks, the model suggested by Ali et al emphasizes
predictive analytics, whereas our current implementation
focuses on event-based tracking with plans to integrate
intelligent algorithms in future iterations.”’

Conclusion

This study addressed a gap in the literature by designing
and evaluating an IoT-based platform for DCE. The
system, built on a four-layer architecture and the Viralink
platform, used four monitoring modules to automate
DCE. It was evaluated for both usability (pragmatic)
and user experience (hedonic) quality, representing a
significant step toward remote medication management
and reducing drug-related adverse events, though clinical
trials are needed to confirm its effectiveness.
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